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Roteiro

1- Que terrorismo é esse?
2- Criptomoedas e seus possiveis futuros

3- Algumas reflexoes contrahegemonicas



1. Que Terrorismo e esse?

Pelo controle dos fluxos financeiros



Colapso economico, Reset e Lei marcial

Varios eventos financeiros
atuais — QEs, ZIRP, AIIB,

Grexit, SDR, etc — indicam
importante redefinicao nos
rumos do nosso futuro.

Os donos do poder vao fa-
zer tudo a seu alcance para
adiar um colapso, e nisso
estao sendo pro-ativos (por
enquanto, nos bastidores).

O mundo esta sufocado em divida intransponivel; se nada for feito, o ce-
nario se desdobra em hiperinflacao global. O resultado desse novo rumo
inclui desagregacao e caos; Quando o desabastecimento e a desobediéncia
civil dispararem e o caos social se espallhar, governos se tornarao ditatori-
ais na tentativa de salvarem a si mesmos. Alguns acreditam que operacoes
como a Jade Helm 15 servem de preparo a um vindouro reset financeiro

modernsurvivalblog.com/current-events-economics-politics/the-crash-the-reset-martial-law-by-this-time-next-year



Preparo para um vindouro Reset

China PLA officers call Internet Comeca no front psicolégico:

ke patien ron Até 2011, a midia corporativa

e relatorios de empresas de se-
guranca digital (parceiras de
agencias de tres letras) vinham
pintando a China como nacao-
vila, que provoca a ciberguerra
e/ou e conivente com o ciber-
crime organizado.

vy

Apo0s junho de 2013, entramos

E:ITI:2,8.]?:;:':||\|-'|:?:JU|1 3,201 1236amepy | | B Recomendar S noutra faSE: a§695 de Edward
(Reuters) - China must make mastering cyber- Snowden puserain em marcha
warfare a military priority as the Internet becomes uina psy-op pdra nos condicio-
the crucial battleground for opinion and intelligence, nar a um regjme dominante de
two military officers said on Friday Vigilantismo global

www.reuters.com/article/2011/06/03/us-china-internet-google-idUSTRE75200V20110603



Num contexto de guerra cibernética

China PLA officers call Internet 3 Jun 2011 — Exército de Li-

key battleground bertacao Popular da China:

: "...Assim como a guerra nucle-
ar era a guerra estratégica da
era industrial, a ciberguerra é a
guerra estratégica da era da in-
formacao; e esta se tornou uma
forma de batalha massivamen-
te destrutiva, que diz respeito a
vida e morte de nacoes...

Uma forma inteiramente nova, invisivel e silenciosa, e que esta ativa nao
sO em conflitos e guerras convencionais, mas também se deflagra em ativi-
dades diarias de natureza politica, economica, militar, cultural e cientifica...
Os alvos da guerra psicoldgica na Internet se expandiram da esfera militar
para a esfera publica... Nenhuma nacao ou forca armada pode ficar passiva
e se prepara para lutar a guerra da Internet."

Y vy

www.reuters.com/article/2011/06/03/us-china-internet-google-idUSTRE75200V20110603



Pelo Controle da Infraestrutura Digital

28 Jun 2014 — Catherine
The Digital Infrastructure Austin-Fitts: O cerne da
“guerra da internet” ¢ pela
& blc: Travapuiresit Conteating Budgers centralizacao do controle
& Destruenon and Suppression of Phee Based Fmanesl Ssems A€ Sistemas e fluxos de

# 1 and Pavment svstems Kun h:. Frvate Comoranons

# Centeahized Clearance, Payments and Wire SYSICMS pagamentos: O Colapso do
# [ntegranion of NAA into the Telecommunmications Backbone délar, ea ascen(;(::io de ou-
# Crlobahaed Satelhre Sysrems tra moeda (yuan?) COMO
#The Patnot Act ’

# Smart Phones, Cell Towers and the “Internet of Things" reserva de valor e no co-

mercio internacional, de-
pendem desse controle:

“quem controlar as vias
digiais, os canais subma-
rinos e satelitais, controla
a moeda global. Tarefa que tem requerido cada vez mais violéncia.”

https://www.youtube.com/watch?v=wOmimlp8mr8



Pelo Controle da Infraestrutura Digital
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THE WALLSTREETJOURNAL. oo™

Glitch Freezes NYSE Trading for Hours  batalhas pelo
Technical issues had forced exchange to halt trading Contr()le dOS

A glitch forced the New York Stock Exchange to halt trading for nearly four hours fIUXOS
Wednesday, an outage that unnerved Wall Street and revived concerns about the f]_nance]_ros
fragility of the technological systems that underpin financial markets.

www.wsj.com/articles/trading-halted-on-new-york-stock-exchange-1436372190

Updated July 8, 2015 9:12 p.m. ET By BRADLEY HOPE and SAUMYA VAISHAMPAYAN

Moscow Stock Exchange Breaks, All Trading Halted For "Glitch”
. W Tyler Durden on 09/08/2015 - 08:19

- Update: *MOSCOW EXCHANGE PREPARING TO RESUME TRADING
W/BACKUP EQUIPMENT

It appears the 'virus' of broken markets has spread...

*MOSCOW EXCHANGE SAYS TRADING HALTED IN ALL MKTS,
CHECKIMNG ON REASONS FOR GLITCH

The Moscow Exchange's website was offline for one hour. The website's home page had a statement posted
lat 12:25 GMT: "frading on Moscow Exchange markets were halted due to network equipment failure.
The exchange is planning fo restart the trading on the backup infrastruciture. We apologize for inconvenience.”

www.zerohedge.com/news/2015-09-08/moscow-stock-exchange-breaks-all-trading-halted-glitch
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Lucal supercomputer back online BRI

(.“

Tianjin: ataque gl
espacial, nuclear =
ou acidente?

ior supercom do mundo em 2010

http://sgtreport.com/2015/08/bombshell-china-and-america-already-at-war-tianjin-explosion-
carried-out-by-pentagon-space-weapon-in-retaliation-for-yuan-currency-devaluation-military-
helicopters-now-patrolling-beijing/

https://www.youtube.com/watch?t=685&v=SuiQLnZrXXE



Aleynikov e o software da Goldman Sachs

O programador Sergey Aleynikov foi acusado de
“roubar” cédigo de software da Goldman Sachs
quando deixou a empresa em julho de 2009. Pre-
so em 48 horas, o FBI e promotores guardaram o
codigo confiscado como se fosse em Fort Knox.

Goldman alega que o software poderia ser usado
para "manipular o mercado de forma desleal."

Mas o que exatamente a Goldman faz com o sw?
E por que o governo dos EUA esta protegendo esse software em vez de a-
nalisa-lo para determinar como pode ser usado para manipular mercados?

O software é para HFT (high frequency trading), técnica com a qual a
Virtu Financing so teve 1 dia com perdas em 6 anos de operacao. Durante
0 1° julgamento (em que o réu foi condenado, cumprindo pena enquanto a-
guarda sentenca do 2°), os promotores americanos pediram sessao secreta
ao juiz quando detalhes sensiveis do software de HFT fossem discutidos.

http://investmentwatchblog.com/goldman-the-government-and-the-aleynikov-code/
www.zerohedge.com/news/2015-08-13/project-omega-why-hfts-never-lose-money-criminal-fraud-explained
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Market Data Economy Entrepreneurship | Business of Sport | Companies FraUdeS que p rOduzem EfEItOS
7 October 2014 Last updated at 13:46 GMT “desleais” em mercados de

Banker admits Libor fraud conspiracy Camblo,,flﬂaﬂc‘ﬂfoss
y Financial institutions in Londaon and Mew York petr01e0, mEtal.Sﬁ
have settled regulatory allegations of rigging Libar etC
A senior banker from a UK bank has admitted conspiring to

defraud over manipulating the Libor lending rate.

The banker, who can not be named for [egal reasons, is the first person

in the UK ta plead guilty to the affence.

Twa men have already pleaded guilty in the US to fraud offences linked to
the rigging of Libar, for years the benchmark by which trillions of pounds

A Of financial contracts are based.

g8 The case arose from the Serious Fraud Office's (SFO) investigations

Home UK Africa Asia Australia Europe Latin America Mid-East US &

Quando ha punicao, s6 em multas,
bem menores que o lucro com fraudes.

Manipulacao de mercados pelo FED, BCs e bancos too-big-to-(j)fail
pode provocar ruptura monetaria quando a oferta de ouro a vista esgotar
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www.rt.com/business/312454-banks-fine-settlement-investors/

Major banks to pay $2bn in rate-rigging settlement

Fraudes que produzem efeitos
“desleais” em mercados de

§ cambio,
financeiros,
petroleo,
metais,

etc.

Nine banks, accused of foreign exchange rates manipulation, have agreed to pay $2 billion in Quando
settlements to US investors, according to lawyers representing the investors. hé punigﬁo
’

The banks include Goldman Sachs, Bank of America, Citi, Barclays, BNP Paribas, HSBC, JPMaorgan ,
RBS and UBS. They are accused of tampering with currency interbank rates on the $5.3 trillion-a-day SO em mU-ltaS,

foreian exchanae market. bem menores que o lucro com fraudes.

Manipulacao de mercados pelo FED, BCs e bancos too-big-to-(j)fail
pode provocar ruptura monetaria quando a oferta de ouro a vista esgotar
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www.bloomberg.comjnewsjarticlesf2015-08-31jcurrency-probe-by-u-s-said-to-expand-to-russia-brazil-trades
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BloombergBusiness News Markets Insights Video

U.S. Currency Probe Expands
to Russia, Brazil Trades

by Tom Schoenberg and Silla Brush

U.S. prosecutors have expanded their probe of currency-market manipulation by some of the

world’s largest banks to include the Russian ruble and Brazilian real, according to two people

familiar with the matter.

Prosecutors are relying on information provided by banks that resolved the currency probe in
May, according to the people. The banks -- Citigroup Inc., Barclays Ple, UBS Group AG, Royal
Bank of Scotland Group Ple and JPMorgan Chase & Co. -- all have immunity from additional

prosecution from the currency probe as long as they cooperate with investigators

Manipulacdao de mercados de cambio por bancos que sao compradores
diretos (primary dealers) do BC do Brasil empurram a taxa Selic para
niveis extorsivos, inexplicaveis como spread de risco (14.75% - +0.25%)
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U.S. ‘Justice’ Department Proclaims Big Banks Have A License To Steal

by Jeff Nielson, Sprott Money

THE WORLO' J
GTRONEEET BANKE

1 e

'

sgtreport.com/2015/09/u-s-justice-department
-proclaims-big-banks-have-a-license-to-steal
First we had "too big to fail’. Then came "too big to jail’. Now, finally, the

U.S. Department of "Justice” is letting us know what it really thinks: US.
Big Banks simply have a license to steal.

September 156th, 2015

The most amazing thing about the Justice Depariment’s new guidelines
on prosecution of corporate crime is that the DOJ is effectively
acknowledging there was a big problem with how it did things before.

Yes. As these criminalized institutions now perpetrate financial mega-crimes measured (literally) in the
Strillions, we have the Justice Department claiming it has been too hard on this financial crime syndicate.
syndicate. Yes. the U.S. government certainly won't stand in the way of “progress”.

So why any need for "new guidelines"? Because the new Attorney General, Loretta Lynch, was recently
forced to engage in a token prosecution of these fraud factories. What could "force” the Attorney General
to prosecute her own Masters, against her will? Some crimes are simply too big to cover up,

From now on, no matter what the crime, no matter how large the crime, no matter how frequent the crime;
the Big Banks will never even be prosecuted, let alone actually punished. From now on, the U.S. Department
of (Anti-)Justice has promised it will never prosecute any banksters, except for a few, token Scapegoats-

Ministerio Publico dos EUA admite “erro” por zelo “excessivo”, mesmo
onde sua atuacao foi cosmética. Anuncia nova politica de impunidade aos
grandes bancos, para proteger “a inovacao”. Punicao so para subordinados.



Sobrevida do dolar ...

v | ¥ 0O ® & v Gs www.blacklistednews.com/Big_Banks Want_Power to_Declare_Cyber War/

usnn Congressman Grayson tweets:
Ex-NSA chief Keith Alexander wants to form a ioint WH-bank
war council. So now Wall Street gets to declare war?

BIG BANKS WANT POWER TO DECLARE CYBER WAR

FPublished: July 9, 2014 Bloomberg reparts:
MERGER OF BIG BANKS AND NATIONAL SECURITY POWER ... WHAT COULD POSSIBLY GO WRONG?

Wall Street’s biggest trade group has proposed a government-industry cyber war
council to stave off terrorist attacks that could trigger financial panic by temporarily
wiping out account balances, according to an internal document.

The proposal by the Securities Industry and Financial Markets Association, known as
Sifma, calls for a committee of executives and deputy-level representatives from at least
eight U.S. agencies including the Treasury Department, the National Security Agency
and the Depnartment of Homeland Securitv. all led bv a senior White House official.

Um conselho de guerra cibernética formado pela Casa Branca e os maiores
bancos do mundo — como quer ex-diretor da NSA — consolidaria o fascismo
(conforme definido por Mussolini) como regime de um protogoverno global



Em transicao para um reset financeiro global

#ff § v Gs (€ winw. mineweb, com/regions/africa/banks try-to-criminalize the-use-of-cash-levenstein/ |

Mineweb

UNCOMPROMISING INDEPENDENCE

Analysis Companies Juniors

Independeant viewpoint
Banks try to criminalize the use of
cash - Levenstein

David Levenstein (Lakeshore Trading) | 5 May 2015 16:09

Governments and banks around the world are making it more difficult to save
and transact with cash in their latest attempt to financially suppress their
citizens. Their goal is to force you to deposit cash and charge you interest as
well as having total control over the money on deposit,

Mot surprisingly, the reason given was to “fight terrorism!”

The war on cash is proliferating globally. Recently, the Swiss MNational Bank
implemented negative interest rates without first solving the “problem” of how
to prevent cash from fleeing the banks. And as to be expected, prudent
depositors started doing some calculations.

www.mineweb.com/regions/africa/banks-try-to-criminalize-the-use-of-cash-levenstein

O combate a circulacao de papel moeda esta se proliferando apos
alguns bancos e BCs comecarem a cobar para manter depositos (juros
negativos), como os BC da Suica, Suécia, Dinamarca, JPM, HSBC.



2. Criptomoedas e seus
possiveis futuros

Livres de manipulacdo indevida

em sua opcao ou funcao de dinheiro digital?



Criptomoeda, o que e?

- Definicoes:
| Tecnopedia | http://www.techopedia.com/definition/27531/cryptocurrency
Tipo virtual de moeda corrente (currency) baseada em criptografia;

'Considerada um movimento contracultural relacionado aos
cypherpunks, que advogam o uso da criptografia como instrumento de
mudanca social e politica' (no caso, via moeda virtual, sem lastro fisico)

| Investopedia | http:/iwww.investopedia.com/terms/c/cryptocurrency.asp
Moeda corrente virtual que usa criptografia para seguranca;

'Uma caracteristica definidora das criptomoedas € a de ndo precisar
ser emitida por nenhuma autoridade central, tornando-a
potencialmente imune a manipulagdo ou interferéncia de governos.'



Moeda corrente, o que e?

- Definicoes:
| Wikipedia | http://www.techopedia.com/definition/27531/cryptocurrency

Meio de troca (medium of exchange) comum, usado para intermediar
negocios e comercio sem as limitacoes e inconveniéncias do escambo.

Funcoes ou propriedades caracteristicas ou ideais:

- Métrica de valor para trocas - Utilidade constante

- Reconhecibilidade - Baixo custo de preservacdo
- Divisibilidade - Resisténcia a falsificacdo
-Transportabilidade - Alto valor relativo a volume

e peso (escassez controlavel)




1. Moeda fiat

- Definicao:
[ Investopedia]  www.investopedia.com/terms/f/fiatmoney.asp
Moeda corrente oficial (legal tender), i.e. tida como meio de pagamento

para obrigacoes legais e financeiras (impostos, etc), emitida sem lastro
em bens (p. ex., metal nobre), de valor baseado em demanda e oferta.

- Lastro de valor em moeda fiat: [fiat = latim para “deve ser”]

Crenca na capacidade da autoridade emissora coletar impostos

na moeda que intermedeia negocios e comeércio em sua jurisdicao;
ou

na capacidade da autoridade emissora impor demanda por sua moeda
em negocios e comeércio fora de sua jurisdicao. [i.e., poderio militar]



Dinheiro, o que e?

numa economia

|Von Mises| Moeda corrente ¢ uma coisa, ambas necessdarias
Dinheiro é outra coisa:

o |
- Moeda corrente (currency) € métrica de valor atraveés do espaco: =

!

caracteristicas ¥ e
> Métrica de valor para trocas ' - Utilidade™ constante

> Reconhecibilidade "~ - Baixo custo de preservacdo
- Divisibilidade * }Versatﬂidade > Resisténcia a falsificacdo “*

- Transportabilidade > Escassez controlada *

1= via autenticacdo 2= via protocolo *= via norma legal / cultural > possivel via cripto




Moedas Livres ...

Com a implementacao dos protocolos do Bitcoin em software livre,
no projeto gerenciado pela bitcoin.org, tornou-se viavel o conceito de
moeda virtual de controle distribuido, exercido colaborativamente
entre agentes que operam e desenvolvem tais protocolos pela Internet.

v (€ & hitps: biteoin.org R D i€ https://bitcoin. orgfen/development | e
Bitcoin development
[ [ ]
= b’tCOIH b i e S e English Find more information about current specification, software and developers.
Specification

If you are interested in leamning more about the technical details of Bitcoin, it is recommended you start with these

e Bitcoin: A Peerto-Peer Electronic Cash System
® Protocol rules g
e Bitcoin Wiki

Bitcoin is an innovative payment network and a new kind of money.

Core developers

s Satoshi Nakamoto - PGP

s Gavin Andresen - gavinandresen@gmail.com - PGP
o Pieter Wuille - pister.wuille@gmail.com - PGP

e Nils Schneider - nils.schneider@gmail.com - PGP

e Jeff Garzik - jgarzik@bitpay.com - PGP

o Wiadimir J. van der Laan - laanwj@gmail.com - PGP
» Gregory Maxwell - greg@xiph.org - PGP

S s :
¥E+HX  Bitcoin Core contributors

(Ordered by number of commits)

I o (15606) M Gavin Andresen (1014) B sipa (802) icon Diapolo (444) icon TheBlueMatl (212)

ﬂgmaxwell (133) E luke-jr (120) icon jgarzik (86) !I fanquake (40) E muggenhor (34)

cozz (31) B codeshark 27) % jonasschnelli (22) B petertocd (22) B coogius (20)



... com Contabilidade Publica

- Como pode ser, no virtual? Também de forma distribuida:

https://bitcoin.org/bitcoin.pdf

Um livro-caixa digital, em copias sincronizadas entre usuarios da moeda
(public ledger), registra as transacoes. Pagador e recebedor sao pseudoni-
mos (via chaves publicas, ou addresses); as transacoes registradas num
bloco sao encadeadas ao ledger (blockchain). Prova de esforgo necessa-
ria para constituir um bloco emite novas moedas =% B

Ledger

13vanBgseR.. [12.5
V5% 76Prded_. | 323

Livro-caixa em papel, 1823 = ww ‘H‘ . !H' 'ﬂ! =
Blockchain: ledger da rede Bitcoin, desde 2009 ® '*w =



Validacao contabil

- Como se valida transacoes na Blockchain? ntps:/freedom-to-

tinker.com/blog/felten/understanding-bitcoins-transaction-malleability-problem/

De forma distribuida: “Votacdo” pela maior cadeia subsequente.

Com moeda virtual, o risco equivalente ao de cheque sem fundo €é o de
se pagar varias vezes com a mesma quantia (double spending). Na rede
Bitcoin, a estrutura Tx (Transaction) e a “votacao” da cadeia o limitam.

Orphan block  Orphan block
Rastros Transaction Transaction Transaction
FToT e ! FiTTT ! 4
d ES d e i Prevblockl <—~_—Prevb|0ckI @ @ Owner 1's Owner 2's Qwner 3's
h( ) Transactions Transactions Public Key Public Key Public Key
cenessooce€Missd0) ¥ T i
_______________________________________________________ Hash Hash
+——Prev block || «—=Prev. block :| —=Prev. block :| «—=Prev. block +—Prev. block
----------- ' EEEEEEEE R EEEEEEEE R EEEEEEEE R memmmmeeeenl] V@w i’e%_
Transactions Transactions Transactions Transactions Transactions T ’
Owner 0's Owner 1's ™ Owner 2's
Signature Signature v Signature

Block 1 Block 2 Block 3 Block 4 Block 5
&5 &
o1 Owner 1's Owner 2's Owner 3's
Restam problemas de maleabilidade (ex: Mt GoX), | Privatekey Private Key Privae Key

e sincronizacao (demanda de CPU e banda da rede)



Viabilidade do Blockchain
universalmente sincronizavel?

g BLOCKCHAIN Pagina Inicial Graficos  Estatisticas ~ Mercados API Carteira

info
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Faonte: hlockehain.infao
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Se as transacoes em bitcoins alcancarem o mesmo volume das
transacoes em cartoes de crédito, em cada mes o blockchain cresceria
em mais de 1Tb. Nao ha magica com os parametros de blocos.



Viabilidade do Blockchain
universalmente sincronizavel?

g BLOCKCHAIN Pagina Inicial Graficos  Estatisticas ~ Mercados API Carteira

info

35,000
Tamanho da Blockchain
Fonte: blackchain.info
30,000
GS | € www.ox,com/2015/8/18/9 16897 7/bitcoin-constitutional-crisis
=% Bitcoin is on the verge of a
” constitutional crisis
20,000 g .
= Updated by Timothy B. Lee on August 18, 2015, 8:30 a.m. ET
=
L The Bitcoin community is facing one of the most momentous
decisions inits six-year history. The Bitcoin network is running
1.0l out of spare capacity, and two increasingly divided camps e s
disagree about what, if anything, to do about the problem. AR ERECHR S il
5,000 /
' 0.0000
Jan '11 Jul'11 Jan '12 Jul'12 Jan '13 Jul'13 Jan '14 Jul'14 Jan'15

Se 0s parametros do software que sustenta o blockchain torem alterados
para permitir blocos maiores, a sincronizacao da rede bitcoin ira
requerer nos cada vez mais maiores, induzindo sua hierarquizacao.
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Most Popular

242014 @ T:53AM | 7571 views

Why There Should Be A Bitcoin
Central Bank

It is no secret that today, almost all modern banks operate on the basis of

Eric Mu  Contributor fractional reserves. To put in simpler terms: banks only have in their vaults
I FOLLOW a small percentage of the money that their customers gave them.

Eitcoin, financial The benefit of fractional reserve banking is that it has positive effect on the
o0 AN RIS economy by allowing banks to extend credit to people who are in need of it,
:{.'..‘;{.: , provided the borrowers agree to pay back with an interest.

- http://www.foxnews.com/tech/2013/12/10/jpmorgan-files-patent-application-on-bitcoin-killer
- pando.com/2015/03/16/nations-might-not-adopt-pure-bitcoin-but-ibms-blockchain-based-

alternative-has-a-chance

Quem vive da ciranda ou do poder acumulado no controle de sistemas

financeiros centralizados (c/ BCs) ja mostra interesse em se apropriar
das tecnologias que possibilitam sistemas virtuais descentralizados.



O Enredo é conhecido
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Global banking giants join forces to make bitcoin technology
mainstream : -

Nine of the world's largest investment banks including JF Morgan and Goldman Sachs have partnered with New York-based
tech startup R3CEV. The firms are looking to develop common standards using the same technology behind bitcoin.

The “blockchain” technology BR3CEV is working on underpins the internet-based bitcoin currency. The controversial
‘cryptocurrency” doesn't have a central authority — its security comes from the network of all bitcoin users who share the
same protocols, which together act as a distributed ledger to keep track of every transaction. Mot having a central authority
means that an internet-wide catastrophe would have to occur in order to compromise the integrity of the ledger.

Quem vive da ciranda ou do poder acumulado no controle de sistemas
financeiros centralizados (c/ BCs) ja mostra interesse em se apropriar
das tecnologias que possibilitam sistemas virtuais descentralizados.



O Enredo é conhecido

NV Market —l
= ¥ nttp:/lwww.marketwatch.com/story/bitcoin-is-now-officially
MARKET EXTRA (EEIEIINIEAED  -3-commodity-and-some-find-that-odd-2015-09-18

Bltcom is now officially a commodity
and some find that odd  rusished: sept 15, 2015

Mow, the so-called cryptocurrency has achieved another marl of distinction by

being designated a commoedity by the Commodity Futures Trading Commission,

Quem vive da ciranda ou do poder acumulado no controle de sistemas
financeiros centralizados (c/ BCs) ja mostra interesse em se apropriar
das tecnologias que possibilitam sistemas virtuais descentralizados.



A Historia ensina?

Tecnologia para controle de moeda-reserva parece historicamente
relacionada ao regime de poder dominante. Periodos de transicao
politica ou tecnologica (imprensa, iluminismo, internet) parecem
“resetar” o regime monetario prevalescente. Como sera o proximo?

www.youtube.com/watch?v=Pz_mMIWx5wM

Hegemon ! globalismo tiranico ? Eﬁlrtual: Cl‘lpt(ﬁ
eua | T
Moeda . 1
_reserva Gra Breta n_ na - {Fiat: Papel j
dominante Franca | democratismo -
Holanda - -
Espanha l ] _ Lastro: MetaD
Portugal | [ absolutismo
mia feudalismo 7

Ano 1400 1575 1750 1925 2100



3. Algumas Reflexoes
contrahegemonicas

Criptomoedas como arma defensiva onde o mega-cibercrime
— praticado em larga escala por Estados e grupos acima da lei —
é peca do xadrez geopolitico atual



Estamos sob cerco tecnologico

O que as revelacoes de Snowden denunciam:

Parte essencial de um plano ofensivo de guerra cibernética posto em
marcha para implantar um regime dominante de vigilantismo global
(para nova ordem mundial), a pretexto do inevitavel jogo de espionagem
das nacoes, nele camuflado como combate ao terrorismo, cibercrime, etc

Lendo o “caso Snowden” como psy-op de bandeira falsa:

Transicdo da fase de cooptacao clandestina no ciberespaco (projeto
PRISM, sabotagem de padroes criptograficos e produtos essenciais co-
mo o Heartbleed no OpenSSL e o Equation Group em firmware de HDs)

... Para uma fase de coercao explicita em conflitos de interesses virtuais
(EME no W3C, UEFI fase 3, ETP no HTTP 2.0, CISPA, EO-1/4/15, etc.)
que subvertem a integridade de projetos colaborativos autonomos em TI,
tais como os de software livre importantes.

www.youtube.com/watch?v=Pz_mMIWx5wM



Cerco tecnologico — PRISM

TOP SECRET/SI/ORCON/NOFORN . ~ "
?_: Hotmail Google ™o paltalk™ Yol
AOL & mail &

P 17| W, =

. M| el YA OO! S

) {TS;JSI;,*NF}DatE‘,S When PR_ISM CDllECtiDn .._
' Began For Each Provider b

Software livre em tese resiste a cooptacag

do provedor para transforma- % |
. Skype ;
lo em instrumento do D

vigilantismo
global

YouTube
ar24M10

PRISM Program Cost: ~
$20M per year

| | | | | |

2007 2008 2009 2010 2011 2012 2013
TOP SECRET/SIVORCON/MNOFORN

www.youtube.com/watch?v=Pz_mMIWx5wM



Cerco tecnologico — NSA, CIA, etc

SIGINT (Signals Intelligence) - Planejamento 2012-2016 (5 Olhos):

Vazado para o Wikileaks - Destaque para:

"2.1.3. (TS//SI//REL) Enfrentar softwares de
criptografia domesticos ou alheios atingindo
suas bases industriais com nossas capacidades
(U) SIGINT Strategy em inteligéncia de sinais (SIGINT) e humanas"

23 February 2012

"2.1.4. (TS//SI//REL) Influenciar o mercado
global de criptografia comercial por meio de
éﬁ% relacoes comerciais e pessoais de inteligéncia,
e por meio de parceiros diretos e indiretos."

"2.2. (TS//SI//REL) Derrotar as praticas de
hitps://s3.amazonaws.com/s3. seguranca cibernetica adversarias para
documentcloud.org/documents/ ~ Obtermos os dados que precisamos, de qualquer

838324/2012-2016-sigint-strategy- UM, a qualquer momento, em qualquer lugar."
23-feb-12.pdf

TP FECEFT/IVEEL TOT 2k, ATE © AN, GEE, HIL




Cerco tecnologico — agencias de 3 letras

] ' www. kaspersky comfabout/newsfivirus/2015/equation-group-the-crown-creator-of-cyber-espionage

rome — Aboutls - Corporate Mews — Malware - 2015 — Equation Group: The Crown Creator of Cyber-Espionage Feb 20150
[ )

KASPER{KY3 Equation Group:  Grupo tinico

| 5 Fob 201 The Crown Creator of Cyber-Espionage em quase to-

. For several years, Kaspersky Lab’s Global Research and Analysis Team (GReAT) has been closely monitoring dOS aSPECtOS .
more than 60 advanced threat actors responsible for cyber-attacks worldwide. The team has seen nearly °
everything, with attacks becoming increasingly complex as more nation-states got involved and tried to arm 1 : d d
themselves with the most advanced tools. However, only now Kaspersky Lab’s experts can confirm they have Comp exidade
discovered a threat actor that surpasses anything known in terms of complexity and sophistication of
techniques, and that has been active for almost two decades — The Equation Group. dOS malwares,

Equation group’s malware timeline tecnlczis de 1nfecgao, stealth,
ez extracao sobre air gap, etc.

GrayFish 1.0 KasperSky lab I‘ECUPEFOU
modulos que permitem re-
programar o firmware de
;
> HDs e pendrives dos doze

2001 2002 2003 2004 --- 2007 2008 2009 2010, 2011 2012 2013, 2014 HlaIOFeS fabrlCaIltES, talVEZ

a mais poderosa arma para vigilantismo global no arsenal desse grupo
(talvez 0 mesmo grupo que desenvolveu o Stuxnet e seus derivados)

ww.kaspersky.com/about/news/virus/2015/equation-group-the-crown-creator-of-cyber-espionage



Cerco Tecnologico — W3C

| bookseller-association. Elngspnt com.br/2013_05_01_archive html |

Brave New World © https:/fwww.indolering.comfe2e-web-crypto

. Thursday, May 30, : . https://www.indolering.com
fcin aim m Indoler lng /e2pe-web-crypto :
| HTMLS To Be Put Under DRM? -

T End-To-End Web Crypto: A Broken Security Model

ool I ] T o :
: End-to-end encryption of weh semnvices is increasingly popular: Mailvelope aims to bolt a
""" FPGF client onto webmail and both Yahoo and Google are working to add support directly.
i |8 e e
g |2 e However, the fundamental nature of the web and the limits of human cognition make weh-hased
_ I e re—— = ‘l] E2E encryption susceptible to MITM aftacks. While still potentially useful, such systems
T e T T should not be used by high-risk populations such as journalists and human rights workers.
i | £ j : The dynamic nature of the web gives senice providers the ability to target individual users with
1 ] L e s - : z o -
e Conilort Dieryption Weuia (COMI | a backdoored version of their web client every time the site js loaded, an attacky din 2007
i & S, ER e
a3 | Fistizim % |
8oo J P41 tnbox (83} - indoleringliy Lk "
Encrypted Media EXtEeNSIONS (€ s & s imaisoosiecomiml o/ensoscomsose-iaczrss ¢ T

Google [N

Proposta de padrdo
EMEpelo W3C : —

Funcoes criptograficas instaladas a reveha do usuario
em navegadores web com html 5 N R

N RN (sookcil) now mesears on.

1-100 a8 1,131




Cerco Tecnologico — IETF

https:/fwww.techdirt.com/farticles/20140226/07270626350

37 . dirt

Techdirt Wireless News Innovation Caze Studies Startups et Meutrality Techdirt Deals!

". \ [ETF Draft Wants To Formalize Man-In-The-Middle'
O Decryption Of Data As It Passes Through "Trusted Proxies'
~ from the you-jesi dept

| / One of the (many) shocking revelations from the Snowden leaks is that the NSA and GCHQ use
["'*T‘L'-’;H?:;;; "man-in-the-middle" (MITM) attacks to impersonate Internet services like Google, to spy on
iy Gy Mogidy encrypted communications. So you might think that nobody would want to touch this tainted
Thu, Feb 27th 2014 technology with a barge-pole. But as Lauren Weinstein points out in an interesting post, the authors
3:10am  of an IETF (Internet Engineering Task Force) Internet Draft, "Explicit Trusted Proxy in HTTP/2.0," are
proposing not just to use MITMs, but also to formalize their use. Here's his explanation of the

rationale:

https://www.techdirt.com

- /articles/20140226/07270626350
Proposta de padrao

ETP pelo IETF :

Funcoes criptograficas instaladas a revelia do usuario
em proxies de provedores de conexao http 2.0



Cerco Tecnologico — Fabricantes

Windows 8 Platform Integrity Architecture

Secure boot (UEFI) prevents running

=

a unknown OS loader

2 The kernel launches Early Launch Anti-
Malware (ELAM) they enforce 3rd
party drivers and apps

3 Measurements of the system start

state were recorded in the TPM

during boot

4 To prove a client is healthy, the

anti-malware software can quote
TPM measurements to a remote

verifier

4 Funcoes ocultas
por baixo:

Y\
(‘ f althy? ' Boot UEFI
Qm ) Controla

instalacao
e acesso de qualquer software ao hardware




Cerco tecnologico-normativo — CISPA, etc

_.https:mxw.whgﬁajse.goﬁ.f,"tf-we-press-_I::.IEII;i.ce,’ZGE:fG4;’0lfexecitiue?@er:ﬁ-llc:c-king-prap E O— 1/4/20 1 5 . O PreSIdente

the WHITE HOLIS
Wie Wil 1

T —— dos EUA acha que o aumen-

BRIEFING ROOM  ISSUES ~ THE ADMINISTRATION ~ PART to daS atividades C.1bernet1cas
maliciosas provenientes ou

The White House

Offce of the Press Secretary dirigidas por pessoas locali-

For Immediate Pelease April 01, 2015 Zadas fora dOS EUA constitu-
Executive Order -- "Blocking the Property of Certain Persons

Engaging in Significant Malicious Cyber-Enabled Activities” €M ameaca ID(POIIlle P E{ra d
I — seguranca nacional, politica
externa e economia dos EUA, e para lidar com esta ameaca declara:

Emergéncia Nacional

Secdo 1. (a) Todos os bens e interesses proprios de tais pessoas que
estdo ou que vierem para os EUA, ou que vierem a estar sob contro-
le de terceiros nos EUA, estdo bloqueados e ndo podem ser tranferi-
dos, pagos, exportados, retirados, ou de qualquer modo trocados ...

https://www.whitehouse.gov/the-press-office/2015/04/01/executive-order-blocking-property-...



Cerco tecnologico-normativo — FCC, etc

richardsnews.com/post/1 1081 4998093/fcc-commissioner-explains-the-332-pages-of-ne A_]lt Pai, comissario do FCC,
FCC Commissioner explains the COM 332 Péginas de regras so-
332 pages of “Net Neutrality” bre Neutralidade que irdo re-
rules you're not allowed to see ger a internet, que VOCe Nao
pode ler antes de serem vota-
das por um painel de burocra-
tas ndo eleitos. Ele alerta: as
regras na verdade armam um
esquema para o governo dos
EUA assumir o controle da li-
' T g 4 q | berdade hoje existente na In-
-\ | ternet (aprovada 26/fev/2015).

“O plano de Obama marca uma mudan¢a monumental rumo ao controle
do governo sobre a Internet. Ele da ao FCC o poder de microgerenciar
praticamente todos os aspectos de como funciona a Internet”...

poorrichardsnews.com/post/110814998093/fcc-commissioner-explains-the-332-pages-of-net



Papel da midia de massa
no front psicologico

- | il www. nytimes,com/2014/08/06/technology/russian-gang-said-to-amass-more-than-a-billion-stolen-internet-credentials. html
I“

Ehe New ok Eimes

Russian Hackers Amass Over a Billion Internet Passwords

= nee ———

> |

By NICOLE PERLROTH and DAVID GELLES  AUG. 5, 2014 &
HOLD ) SECURITY
A Russian crime ring has amassed the largest known collection of stolen

B ] ey How would you rate
Internet credentials, including 1.2 billion user name and password Alex Holden as a CEO?

combinations and more than 500 million email addresses, security researchers say.

The records, discovered by Hold Security, a firm in Milwaukee, include
confidential material gathered from 420,000 websites, including household
names, and small Internet sites. Hold Security has a history of uncovering

significant hacks, including the theft last year of tens of millions of records from Adobe

Hold Security would not name the victims, citing nondisclosure agreements

and a reluctance to name companies whose sites remained vulnerable.

A tnica fonte de identificacao da autoria — de que os 'hackers' sao da Russia
— € um ucraniano que fala russo e esta nos EUA ganhando dolares (Hold),
cobrando para dizer se a senha de quem lhe paga esta entre as "roubadas"



Megacibercrime e reset financeiro

= F — [ el

https:/fhatdulk.wordpress.com/201 4/11/29/explosive-debt-analysis-why-at-least-35-of-global-debt-is-a-fraud-should-be-written-off

HOME ABOUT AIMS ANECDOTAGE BORISCONI THE BARBARIAN CO-0P CALUMNY CRASHZ GLOBAL LOOTING

EXPLOSIVE DEBT ANALYSIS: WHY AT LEAST 35% OF GLOBAL
DEBT IS A FRAUD & SHOULD BE WRITTEN OFF

BYJoHNwarD novemBerzgzeis | Huge percentage of debt could be written off with no forgiveness at all
IRELAND PAYING FOUR TIMES TOO MUCH, GREECE & ITALY THREE TIMES TOO MUCH, EURDZONE 2.5 TIMES TOO MUCH.

REVEALED: HOW ECONOMIES ARE
BEING CRUSHED IN THE NAME OF

LEGALISED BANKING FRAUD.

Introduction

Veteran Sloggers will know that |'ve been banging on about debt forgiveness since mid 2010, That's because the debts
can't be repaid without widespread State collapses. Nation States supporting citizens who work for money within those

http://www.paulcraigroberts.org/2014/12/22/lawless-manipulation-bullion-markets-
public-authorities-paul-craig-roberts-dave-kranzler/

Para adiar hiperinflacao do dolar, 'estimulos' seletivos de crédito-como-
moeda geram bolhas e fraudes que tornam a crise e colapso inevitaveis.
Evitadas por enquanto com chantagem, ameaca militar e regime change.



Megacibercrime e reset financeiro

International New HJork Cimes

The Opinion Pages = EDITORIAL
Banks as Felons, or Criminality Lite

By THE EDITORIAL BOARD MAY 22 2015

As of this week, Citicorp, JPMorgan Chase, Barclays and Royal Bank of

Scotland are felons, having pleaded guilty on Wednesday to criminal charges

of conspiring to rig the value of the world’s currencies. According to the
Justice Department, the lengthy and lucrative conspiracy enabled the banks

to pad their profits without regard to fairness, the law or the public good.

Besides the criminal label, however, nothing much has changed for the

banks. And that means nothing much has changed for the public.

http://www.nytimes.com/2015/05/23/opinion/banks-as-felons-or-criminality-lite.html

Para adiar hiperinflacao do dolar, 'estimulos' seletivos de crédito-como-
moeda geram bolhas e fraudes que tornam a crise e colapso inevitaveis.
Evitadas por enquanto com chantagem, ameaca militar e regime change.



Megacibercrime e reset financeiro

Q3 ¥ GS www. nomiprins.com/thoughts/2015/5/23/fourfactors-behind-rising-volatility-and-how-to-deal-with-t. html

BEST-SELLING AUTHOR & SPEAKER

HOME BIO BOOKS MEDIA ARTICLES EVENTS CONTACT/SPEAKING

Main | My Review of Clinton Cash and Why it Matters »

Four Factors Behind Rising Volatility

1| Saturday, May 23, 2015 at 3:44AM

No one could have predicted the sheer scope of global monetary policy bolstering the
private banking and trading system. Yet, here we were - ensconced in the seventh year
_of capital markets being buoyed by coordinated government and central bank

When cheap funds stop flowing, and “hot” money shifts its attentions, as it invariably
and inevitably does, volatility escalates as it is doing now.

These four risk factors individually, or collectively, drive rapid price fluctuations.
Individually, they fuel market volatility. Concurrently, they can wreak far greater havoc:

1. Central Bank Policies 2. Credit Default Risk
3. Geo-Political Maneuvering 4. Financial Industry Manipulation And Crime

Events that in isolation don't impact markets severely can coalesce with more negative results.

Sinais de que a crise e o colapso financeiros estao
cada vez mais dificeis de serem evitados com manipulacoes
podem ser lidos no aumento da volatilidade nos mercados.



Ndo eé teoria da conspiracao!

Abr 08 - Craig Mundie na
RSA Conference 2008

“ The foundation has been laid
for good security practices.
The challenge now is related
to management practices ...
The overall management systems
today are not integrated enough,
they're too complicated. That has
been a major focus for Microsoft.”

Microsoft Trusted Computing Group Manager:

“With everything we do, there's always skepticism and conspiracy
theories. The answer is no; this is for real.” (um ano depois da
empresa ter secretamente aderido ao projeto PRISM)

www.news.com/8301-10784_3-9914240-7.html?tag=yt



Reset e o Brasil

) # 6 ¢ wwamwanosy| Seguranca Plblica: 0,35% | £\ Priorizacao do servigo

r ] S oea N | de dividas fraudulentas
em paises periféricos
—no Brasil, até com

erva de Continggnda | | Legislativa| | Judicania
4 = %

133% |

fraude a Constituicdo
m\ pedro.jmrezend ) ¥
T e o .com.br/trabs — SUPTINE TECULS0S,
CUjO hino diz: Amorlt;i‘ze?;ﬁes da [fraudeac.html ate para Combate d0
“verds que o 42,04% cibercrime autonomo
’f’”’o e nag (que ndo é promovido
Og ea Uta * Transferéncias 1\"\
e v por Estados).
Municipios =
L. = Isso serve de pretexto
T T ao regime change, onde

governos vassalos sao entdo instalados, para a nova ordem mundial.

“Se, para muitos paises, soberania e dignidade nacional sdo conceitos
esquecidos ou reliquias, entdo, para a Russia, a verdadeira soberania
é condicdo absolutamente necessdria para nossa existéncia.” V. Putin
Estado da Federacao, 4/12/2014 http:/irt.com/news/211411-putin-state-address-top10
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